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 The rapid propagation of disinformation through social media presents 
a significant challenge because information diffusion is characterized 
by complex interactions among users and continuously evolving 
temporal patterns. Conventional deep-learning and transformer-based 
approaches primarily focus on textual or sequential representations 
and may not fully capture the structural and temporal characteristics 
of information propagation. This study proposes a spatio-temporal 
framework for disinformation detection that integrates Graph Neural 
Network (GNN)-based spatial representation, Long Short-Term 
Memory (LSTM)-based temporal modeling, and an adaptive cross-
attention mechanism for spatial–temporal fusion. The GNN is 
employed to model relational dependencies within social-media 
interaction networks, while LSTM captures the temporal evolution of 
graph-based representations. Cross-attention is subsequently 
introduced to adaptively model the interaction between spatial and 
temporal representations rather than relying solely on fixed feature 
concatenation. The proposed framework is evaluated using a social-
media dataset associated with the South China Sea and compared with 
CNN, LSTM, GNN, BERT, and GAT-BERT baselines. Experimental 
results show that the proposed model achieves 95.84% accuracy, 
95.30% precision, 95.60% recall, and 95.45% F1-score, outperforming 
the strongest baseline, GAT-BERT, by 2.63 percentage points in 
accuracy and 2.55 percentage points in F1-score. The ablation analysis 
further demonstrates that integrating LSTM with GNN improves 
accuracy by 5.32 percentage points, while the subsequent incorporation 
of cross-attention provides an additional improvement of 3.74 
percentage points. These findings indicate that adaptive spatial–
temporal fusion contributes beyond the independent use of graph and 
sequential encoders and provides a potential decision-support 
approach for analyzing dynamic disinformation propagation in 
geopolitical social-media environments. 
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1. INTRODUCTION 
The evolution of modern warfare has extended beyond conventional physical domains into 
increasingly complex digital and cognitive environments, where information can be employed as a 
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strategic instrument to influence public perception, shape political narratives, and affect decision-
making processes [1][2]. Within this environment, disinformation has become an important 
component of information warfare because digitally mediated information can be produced, amplified, 
and redistributed at a scale and speed that are difficult to manage through conventional monitoring 
mechanisms [3]. The increasing dependence on social media has further intensified this problem 
because information dissemination is no longer determined solely by the content of a message, but 
also by the relationships among users, interaction patterns, propagation structures, and the temporal 
evolution of those interactions. Consequently, automated disinformation detection requires analytical 
approaches capable of representing both the structural characteristics of information networks and 
their evolution over time [1], [4]–[6]. 

The South China Sea represents a particularly relevant context for studying information 
warfare because the region involves overlapping territorial claims, strategic maritime interests, and 
interactions among multiple state and non-state actors. Information operations in such an 
environment may involve the coordinated dissemination of narratives across multiple users and 
communication channels, making the resulting information ecosystem highly dynamic and 
interconnected [7]–[9]. In contrast to conventional information classification, where individual textual 
content can be analyzed independently, disinformation propagation in a geopolitical environment is 
better understood as a networked process. A misleading narrative may originate from one account, be 
amplified through connected users, and subsequently evolve through replies, mentions, reposts, and 
other interactions. Therefore, the identification of disinformation should consider not only what 
information is communicated, but also how information propagates through a network and how that 
propagation changes over time. 

Early approaches to misinformation and disinformation detection predominantly relied on 
content-based and conventional machine-learning techniques, including linguistic characteristics, 
sentiment, user characteristics, and textual representations [10][11]. These approaches can be effective 
when the discriminative information is primarily contained within the content itself. However, they 
may be insufficient when disinformation is characterized by coordinated propagation behavior or 
complex interaction structures. In social-media environments, two messages with similar textual 
characteristics may exhibit substantially different propagation patterns because they are disseminated 
through different network structures and at different temporal stages. This observation has motivated 
the development of graph-based approaches that explicitly model relationships among users, 
messages, and propagation events [12]–[14]. 

Graph Neural Networks (GNNs) provide a natural representation-learning framework for such 
relational data because they aggregate information from interconnected nodes and learn 
representations that reflect local and higher-order structural dependencies [15][16]. In misinformation 
detection, graph-based approaches can represent users or information entities as nodes and 
interactions such as reposts, replies, and mentions as edges [17][18]. Previous studies have 
demonstrated that GNN-based models can improve misinformation detection by exploiting 
propagation structures that are difficult to capture using purely sequential or content-based models 
[19]–[21]. However, a conventional GNN is generally designed for a graph representation that is treated 
as static during a particular learning operation. Such a representation may not adequately capture 
information diffusion processes in which new users, interactions, and propagation paths continuously 
emerge. 

This limitation has motivated the development of Dynamic Graph Neural Networks (DGNNs) 
and Temporal Graph Neural Networks (TGNNs), which explicitly incorporate temporal evolution into 
graph representation learning. Instead of treating a network as a single static graph, dynamic graph 
methods model a sequence of graph states or temporally ordered interaction events. Several 
approaches illustrate different strategies for addressing this problem. DySAT (Dynamic Self-Attention 
Network) jointly applies structural and temporal self-attention to learn node representations from 
evolving graph structures, allowing structural neighborhood information and temporal dependencies 
to be modeled within a unified dynamic graph representation [22]. EvolveGCN takes a different 
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approach by evolving the parameters of the graph convolutional network through time, rather than 
relying solely on recurrent updates of node embeddings, thereby allowing the GCN itself to adapt as 
the graph changes [23]. Temporal Graph Networks (TGN) further model dynamic graphs as sequences 
of time-stamped events and introduce memory mechanisms that allow node representations to evolve 
as new interactions occur [24]. These developments demonstrate that temporal information is not 
merely an auxiliary feature but an important dimension of graph representation learning for evolving 
information networks. 

The relevance of dynamic graph learning has also been demonstrated specifically in fake-news 
and misinformation detection. Temporal propagation-based approaches have been developed to 
address the limitation of static propagation networks by modeling the continuous evolution of 
information diffusion. For example, the Temporally Evolving Graph Neural Network for Fake News 
Detection (TGNF) explicitly models news propagation as a continuous-time dynamic graph and 
integrates structural, semantic, and temporal information to capture the evolution of news diffusion 
[32]. These developments indicate that misinformation detection is increasingly moving from static 
graph classification toward spatio-temporal modeling, in which the topology of an interaction network 
and the temporal sequence of propagation events are jointly considered. 

Another important development is the use of attention-based sequence models. The 
Transformer architecture demonstrated that attention mechanisms can model dependencies across 
sequence elements without relying exclusively on recurrent computation [33]. In dynamic graph 
learning, self-attention has subsequently been employed to capture temporal dependencies, as 
illustrated by DySAT. Such approaches are particularly attractive because attention can assign different 
importance to different temporal or structural components. Nevertheless, attention-based temporal 
modeling and graph-based spatial modeling do not automatically guarantee an effective interaction 
between the two representations. A model may independently learn structural and temporal 
representations and subsequently combine them through concatenation or another fixed fusion 
operation. Such fusion does not necessarily allow the model to determine which structural information 
is most relevant to a particular temporal state. 

This issue is particularly important in disinformation propagation because the relevance of 
network structure can vary across different stages of information diffusion. A structural pattern that is 
informative during the initial dissemination of a narrative may not have the same relevance during 
later amplification or response stages. Similarly, a temporal pattern may be meaningful only when 
considered in the context of specific network relationships. Therefore, a spatio-temporal architecture 
should not merely preserve spatial and temporal representations independently; it should enable 
adaptive interaction between these representations. 

Recent research on graph-based misinformation detection has increasingly explored the 
integration of graph learning with recurrent, attention-based, and transformer architectures [17], [23]–
[28]. However, the existing literature indicates several remaining challenges. First, dynamic graph 
approaches such as DySAT, EvolveGCN, and TGN provide sophisticated mechanisms for modeling 
temporal graph evolution, but they represent alternative architectural paradigms rather than directly 
addressing the specific problem of adaptive fusion between independently learned spatial and 
temporal representations. Second, hybrid graph-sequential approaches may combine GNN and 
recurrent representations using simple concatenation or independent processing, which does not 
explicitly model the relevance of one representation with respect to the other. Third, although 
attention mechanisms have been increasingly adopted in graph and temporal learning, the use of 
cross-attention specifically as an adaptive mechanism for integrating graph-based spatial 
representations with sequential temporal representations in disinformation propagation remains 
insufficiently explored, particularly in the context of geopolitically sensitive information 
environments. 

Based on this research gap, this study proposes a spatio-temporal GNN–LSTM framework with 
cross-attention fusion for disinformation detection in the South China Sea information environment. 
The GNN component is used to learn spatial representations from the interaction structure, while the 
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LSTM component captures temporal dependencies in the evolution of information propagation [25]–
[27]. Rather than directly concatenating the two representations, the proposed cross-attention 
mechanism enables one representation to selectively attend to the informative components of the 
other representation [27]–[29]. In this formulation, the spatial and temporal representations are 
therefore not treated as independent features but as interacting representations whose relevance is 
dynamically determined through attention weights. 

The methodological novelty of this study is consequently positioned not in the individual use 
of GNN or LSTM, since both architectures have been extensively investigated, but in the cross-
attention-based interaction mechanism used to adaptively fuse spatial propagation representations 
and temporal sequence representations. This distinction is important because the objective is not 
simply to increase architectural complexity by combining two established models, but to investigate 
whether adaptive spatial–temporal interaction can provide a more informative representation of 
evolving disinformation propagation [30][31]. The proposed framework is further evaluated against 
CNN, LSTM, GNN, BERT, and GAT-BERT baselines, together with ablation experiments designed to 
assess the contribution of the spatial encoder, temporal encoder, and cross-attention fusion 
mechanism. 

The main contributions of this study are as follows. First, a spatio-temporal representation 
framework is developed for disinformation detection by modeling social-media interactions through 
graph-based spatial representations and temporal sequential representations. Second, a cross-
attention fusion mechanism is introduced to adaptively model the interaction between GNN-derived 
spatial representations and LSTM-derived temporal representations, rather than relying solely on fixed 
feature concatenation. Third, a systematic ablation perspective is employed to examine the 
contribution of individual architectural components and determine whether the observed 
performance improvement is associated with the proposed spatial–temporal fusion mechanism. 
Fourth, a comparative experimental evaluation is conducted against conventional deep-learning, 
graph-based, and transformer-based baseline models to assess the effectiveness of the proposed 
framework. Finally, a defense-oriented application context is provided by applying the proposed 
framework to disinformation analysis associated with the South China Sea, where dynamic and 
coordinated information propagation may constitute a component of broader information-warfare 
activities. 
 

2. RESEARCH METHOD 
2.1. Problem Formulation 
Disinformation detection is formulated as a spatio-temporal classification problem over an evolving 
social-media interaction network. Let the social-media network at time step 𝑡be represented as a 
directed graph 𝐺𝑡 = (𝑉𝑡 , 𝐸𝑡 , 𝑋𝑡), where 𝑉𝑡denotes the set of users or information-related entities, 

𝐸𝑡denotes the set of directed interactions among entities, and 𝑋𝑡 ∈ ℝ∣𝑉𝑡∣×𝑑𝑥represents the node-feature 
matrix at time 𝑡. The edge set may represent interactions such as retweets, replies, and mentions, 
according to the interaction types available in the dataset. The complete temporal network is 
represented as a sequence of graph snapshots, 

𝒢 = {𝐺1, 𝐺2, … , 𝐺𝑇}, (1) 

where 𝑇 denotes the number of temporal observations. For each time step, the spatial structure is 
encoded using a graph convolutional network, while the resulting sequence of graph representations 
is processed by an LSTM to capture temporal dependencies. The spatial and temporal representations 
are subsequently integrated using the proposed cross-attention mechanism. 
Given the input graph sequence 𝒢, the objective is to learn a function. 

𝑓(𝒢; Θ) → 𝑌̂, (2) 

where Θdenotes the learnable parameters and 𝑌̂represents the predicted disinformation class. For 
binary classification, the prediction can be expressed as 
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𝑦̂𝑖 = arg max
𝑐∈{0,1}

𝑝(𝑦𝑖 = 𝑐 ∣ 𝒢), (3) 

where 𝑦𝑖 = 1denotes disinformation and 𝑦𝑖 = 0denotes non-disinformation, subject to the ground-
truth labeling procedure described in Section 2.2. 

The formulation explicitly distinguishes the structural and temporal dimensions of the 
problem. The graph component captures the relational dependencies among users and interactions, 
whereas the temporal component captures changes in these representations across successive 
observations. The cross-attention module is then used to learn relevance-aware interactions between 
the spatial and temporal representations before the final classification stage. 

2.2. Dataset Construction and Preprocessing 
The dataset used in this study consists of social-media interactions related to the South China Sea 
issue. The resulting dataset contains 72,184 tweets generated by 18,932 users and 96,517 interaction 
edges. Users are represented as nodes, while interactions among users are represented as directed 
edges. The interaction structure includes retweets, replies, and mentions, allowing the dataset to 
represent the relational characteristics of information dissemination. Prior to model construction, the 
collected data were organized according to their temporal information to preserve the chronological 
characteristics of information propagation. Tweet records were associated with their corresponding 
users and interaction relationships, after which the interaction data were transformed into temporal 
graph representations. Each node was associated with the available feature representation, while the 
edges encoded the interaction relationships among users. The preprocessing procedure consisted of 
data consistency checking, removal or handling of invalid records, construction of user–interaction 
relationships, temporal ordering, and transformation of the resulting records into graph-based 
representations. The final graph representation was subsequently used as the input for the spatial and 
temporal encoders. 

2.3. Dynamic Graph Construction 
To represent the temporal evolution of social-media interactions, the complete interaction network is 
divided into a sequence of time-indexed graph snapshots. At each time step 𝑡, the graph is represented 
as: 

𝐺𝑡 = (𝑉𝑡 , 𝐸𝑡 , 𝑋𝑡), (4) 
where 𝑉𝑡represents the active nodes, 𝐸𝑡represents the interactions observed during the corresponding 
temporal interval, and 𝑋𝑡represents the node features. The temporal graph sequence is therefore 
defined as: 

𝒢 = {𝐺1, 𝐺2, … , 𝐺𝑇}. (5) 
For each graph snapshot, an adjacency matrix 𝐴𝑡is constructed to encode the observed interactions. 
Self-loops are subsequently added to preserve the representation of each node during graph 
convolution: 

𝐴̃𝑡 = 𝐴𝑡 + 𝐼. (6) 
The corresponding degree matrix is defined as: 

𝐷̃𝑡,𝑖𝑖 =∑𝐴̃𝑡,𝑖𝑗

𝑗

. (7) 

The normalized adjacency matrix is then obtained as: 

𝐴̂𝑡 = 𝐷̃𝑡
−1/2

𝐴̃𝑡𝐷̃𝑡
−1/2

. (8) 

This formulation enables the spatial encoder to process the network structure at each temporal 
observation while preserving the chronological order required by the subsequent temporal encoder. 

2.4. Overall Architecture 
The proposed architecture consists of three principal components: (1) a spatial encoder based on GCN, 
(2) a temporal encoder based on LSTM, and (3) a cross-attention fusion module. For each temporal 
snapshot 𝐺𝑡, the GCN transforms the graph structure and node features into a spatial representation 

𝐻𝑡
𝑆. The sequence of spatial representations is then processed by the LSTM to obtain temporal 
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representations 𝐻𝑡
𝑇 . The proposed cross-attention mechanism subsequently establishes an adaptive 

interaction between the spatial and temporal representations. The resulting fused representation is 
passed to the prediction layer to generate the final disinformation classification. The overall 
computation can be summarized as: 

𝐻𝑡
𝑆 = GCN(𝑋𝑡 , 𝐴𝑡), 

𝐻1:𝑇
𝑇 = LSTM(𝐻1

𝑆 , 𝐻2
𝑆, … , 𝐻𝑇

𝑆), 
𝐻𝐹 = CrossAttention(𝐻𝑆 , 𝐻𝑇), 

(9) 

2.5. Spatial Representation Using GCN 
The spatial encoder employs a Graph Convolutional Network to capture structural dependencies 
among interconnected users. For each temporal graph snapshot 𝐺𝑡, the normalized adjacency matrix 

𝐴̂𝑡is used to propagate information across neighboring nodes. The graph convolution at layer 𝑙is 
formulated as: 

𝐻𝑡

(𝑙+1)
= 𝜎(𝐴̂𝑡𝐻𝑡

(𝑙)𝑊(𝑙)), (10) 

where 𝐻𝑡
(𝑙)is the node representation at layer 𝑙, 𝑊(𝑙)is a trainable weight matrix, and 𝜎(⋅)denotes the 

nonlinear activation function. The initial representation is defined as: 

𝐻𝑡
(0) = 𝑋𝑡 . (11) 

After 𝐿graph-convolution layers, the spatial representation is obtained as: 

𝐻𝑡
𝑆 = 𝐻𝑡

(𝐿). (12) 

Thus, 𝐻𝑡
𝑆contains information derived from both the individual node features and the structural 

dependencies encoded by the interaction network at time 𝑡. 

2.6. Temporal Representation Using LSTM 
While the GCN captures structural dependencies at each temporal observation, the temporal evolution 
of these representations is modeled using an LSTM. Given the sequence of spatial representations: 

{𝐻1
𝑆, 𝐻2

𝑆 , … , 𝐻𝑇
𝑆}, (13) 

the LSTM updates its hidden and memory states at each time step. The standard LSTM formulation is 
expressed as: 

𝑓𝑡 = 𝜎(𝑊𝑓𝐻𝑡
𝑆 + 𝑈𝑓ℎ𝑡−1 + 𝑏𝑓), 

𝑖𝑡 = 𝜎(𝑊𝑖𝐻𝑡
𝑆 + 𝑈𝑖ℎ𝑡−1 + 𝑏𝑖), 

𝐶̃𝑡 = tanh(𝑊𝑐𝐻𝑡
𝑆 + 𝑈𝑐ℎ𝑡−1 + 𝑏𝑐), 

𝐶𝑡 = 𝑓𝑡 ⊙𝐶𝑡−1 + 𝑖𝑡 ⊙ 𝐶̃𝑡 , 
𝑜𝑡 = 𝜎(𝑊𝑜𝐻𝑡

𝑆 + 𝑈𝑜ℎ𝑡−1 + 𝑏𝑜), 
ℎ𝑡 = 𝑜𝑡 ⊙ tanh(𝐶𝑡), 

(14) 

where 𝑓𝑡, 𝑖𝑡, and 𝑜𝑡denote the forget, input, and output gates, respectively; 𝐶𝑡represents the memory 
state; ℎ𝑡represents the hidden state; and ⊙denotes element-wise multiplication. The resulting hidden 
representations form the temporal representation: 

2.7. Cross-Attention Fusion Mechanism 
The central component of the proposed framework is the cross-attention fusion mechanism, which is 
designed to establish an adaptive interaction between spatial and temporal representations. Unlike 
direct concatenation, which combines representations without explicitly modeling their relevance, 
cross-attention enables one representation to selectively attend to informative components of another 
representation. Let 𝐻𝑆denote the spatial representation generated by the GCN and 𝐻𝑇denote the 
temporal representation generated by the LSTM. The query, key, and value representations are 
obtained through learnable linear projections: 

𝑄 = 𝐻𝑇𝑊𝑄, 

𝐾 = 𝐻𝑆𝑊𝐾 , 
𝑉 = 𝐻𝑆𝑊𝑉 , 

(15) 

where 𝑊𝑄, 𝑊𝐾, and 𝑊𝑉are trainable projection matrices. 

The attention weights are calculated as: 
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𝐴 = softmax (
𝑄𝐾𝑇

√𝑑𝑘
), (16) 

where 𝑑𝑘represents the dimensionality of the key representation. The cross-attended representation 
is then obtained by: 

𝐻𝐶𝐴 = 𝐴𝑉. (17) 
In this formulation, the temporal representation acts as the query while the spatial representation 
provides the keys and values. Therefore, the model learns which structural information is relevant to 
the temporal state being analyzed. This mechanism provides an adaptive interaction between temporal 
evolution and graph structure rather than treating the two representations as independent features. 

2.8. Residual Connection and Layer Normalization 
To improve representation stability during feature fusion, the cross-attended representation is 
combined with the original temporal representation through a residual connection: 

𝐻𝑅 = 𝐻𝑇 + 𝐻𝐶𝐴 . (18) 
The resulting representation is subsequently normalized using layer normalization: 

𝐻𝐹 = LayerNorm(𝐻𝑅). (19) 
The residual connection preserves information from the original temporal representation while 
allowing the cross-attention output to provide additional spatial information. Layer normalization is 
applied to stabilize the resulting feature distribution and facilitate optimization. 

2.9. Prediction Layer 
The fused representation 𝐻𝐹is passed to a fully connected classification layer to generate the final class 
probabilities. For binary disinformation classification, the output probability is expressed as: 

𝑦̂ = softmax(𝑊𝑜𝐻
𝐹 + 𝑏𝑜), (20) 

where 𝑊𝑜and 𝑏𝑜denote the trainable output parameters. The predicted class corresponds to the class 
with the highest probability. 

2.10. Training and Optimization 
The proposed model is trained in a supervised learning setting using the labeled samples in the training 
set. The training process minimizes the classification loss between the predicted and ground-truth 
labels. For binary classification, the cross-entropy loss is defined as: 

ℒ = −
1

𝑁
∑[𝑦𝑖log(𝑦̂𝑖) + (1 − 𝑦𝑖)log(1 − 𝑦̂𝑖)]

𝑁

𝑖=1

, (21) 

where 𝑁denotes the number of training instances, 𝑦𝑖is the ground-truth label, and 𝑦̂𝑖is the predicted 
probability. 

2.11 Experimental Protocol and Baselines 
The dataset is divided into training, validation, and testing subsets using the predefined experimental 
protocol. The same data partition and evaluation procedure are applied to all baseline models to ensure 
a fair comparison. The baseline models include CNN, LSTM, GNN, BERT, and GAT-BERT, while the 
proposed model combines GNN, LSTM, and cross-attention. Each baseline is trained using its 
corresponding input representation while maintaining comparable training and evaluation conditions. 
Model-specific hyperparameters are selected using the training and validation sets and are not 
adjusted using the test set. 

2.12 Evaluation Metrics 
The performance of each model is evaluated using accuracy, precision, recall, F1-score, macro-F1, 
weighted-F1, balanced accuracy, Matthews correlation coefficient (MCC), and area under the receiver 
operating characteristic curve (AUC). These metrics are selected to provide a comprehensive 
assessment of classification performance, particularly in the presence of potential class imbalance. 
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𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

𝐹1 = 2
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

𝑀𝐶𝐶 =
𝑇𝑃 × 𝑇𝑁 − 𝐹𝑃 × 𝐹𝑁

√(𝑇𝑃 + 𝐹𝑃)(𝑇𝑃 + 𝐹𝑁)(𝑇𝑁 + 𝐹𝑃)(𝑇𝑁 + 𝐹𝑁)
. 

(22) 

 
3. RESULTS AND DISCUSSIONS 

3.1 Experimental Results 
The experimental evaluation was conducted to assess the effectiveness of the proposed GNN–LSTM 
framework with cross-attention for disinformation detection in social-media interactions associated 
with the South China Sea. The evaluation focuses on four primary classification metrics, namely 
accuracy, precision, recall, and F1-score. The proposed model is compared with CNN, LSTM, GNN, 
BERT, and GAT-BERT to evaluate its performance relative to conventional deep-learning, graph-based, 
and transformer-based approaches. The dataset used in the experiment consists of 72,184 tweets 
generated by 18,932 users and connected through 96,517 interaction edges. The interaction network 
represents retweets, replies, and mentions, allowing the experimental setting to incorporate both 
relational and temporal characteristics of information propagation. The comparative results 
demonstrate that the proposed architecture achieves the highest performance among the evaluated 
models. The proposed GNN–LSTM with cross-attention obtains an accuracy of 95.84%, precision of 
95.30%, recall of 95.60%, and F1-score of 95.45%. The detailed comparison is presented in Table 1. 

Table 1. Performance Comparison of Models 

Model Accuracy (%) Precision (%) Recall (%) F1-score (%) 

CNN 82.45 81.90 82.10 81.95 
LSTM 84.12 83.75 84.00 83.87 
GNN 86.78 86.20 86.50 86.35 
BERT 89.65 89.10 89.40 89.25 
GAT-BERT 93.21 92.80 93.00 92.90 
GNN–LSTM + Cross-Attention 95.84 95.30 95.60 95.45 

 
Table 1 shows a progressive improvement in model performance, from CNN (82.45%) and LSTM 
(84.12%) to GNN (86.78%), BERT (89.65%), and GAT-BERT (93.21%). The proposed GNN–LSTM with 
cross-attention achieves the highest accuracy of 95.84%, representing gains of 2.63 percentage points 
in accuracy, 2.50 in precision, 2.60 in recall, and 2.55 in F1-score over GAT-BERT. These results indicate 
that integrating graph-based structural dependencies, temporal dynamics, and cross-attention enables 
more effective spatio-temporal representation than relying on textual, structural, or sequential 
information alone. 
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Figure 1. Accuracy Comparison of Models 

 
3.2 Performance Improvement over the Strongest Baseline 
To provide a more detailed assessment of the performance advantage, the proposed model is compared with GAT-
BERT, which achieves the highest performance among the baseline approaches. Rather than reporting only the 
absolute performance values, the analysis calculates both absolute improvement in percentage points and relative 
improvement. 

Table 2. Performance Improvement of the Proposed Model over GAT-BERT 

Metric 
GAT-BERT 

(%) 
Proposed 

(%) 
Absolute 

Improvement (pp) 
Relative 

Improvement (%) 

Accuracy 93.21 95.84 2.63 2.82 
Precision 92.80 95.30 2.50 2.69 
Recall 93.00 95.60 2.60 2.80 
F1-score 92.90 95.45 2.55 2.74 

 
GAT-BERT achieves an accuracy of 93.21% and an F1-score of 92.90%, while the proposed model 
improves accuracy by 2.63 percentage points and F1-score by 2.55 percentage points, with additional 
gains of 2.50 and 2.60 percentage points in precision and recall, respectively. The consistent 
improvement across all four metrics indicates that the proposed model provides more balanced 
classification performance rather than improving accuracy alone. 

3.3 Ablation Study 
An ablation study was conducted to determine whether the performance improvement of the proposed 
architecture is associated with the individual spatial and temporal components and, more importantly, 
with the cross-attention fusion mechanism. The analysis compares the standalone LSTM and GNN 
configurations with the combined GNN–LSTM architecture and the final GNN–LSTM architecture 
incorporating cross-attention. 

Table 3. Ablation Study of the Proposed Architecture 

Model 
Configuration 

Accuracy 
(%) 

Precision  
(%) 

Recall  
(%) 

F1-score 
(%) 

LSTM 84.12 83.75 84.00 83.87 
GNN 86.78 86.20 86.50 86.35 
GNN + LSTM 92.10 91.80 92.00 91.85 
GNN–LSTM + Cross-Attention 95.84 95.30 95.60 95.45 

 
The ablation results show progressive performance improvements as spatial, temporal, and adaptive 
fusion components are added. The GNN-only model achieves 86.78% accuracy and 86.35% F1-score, 
while incorporating LSTM increases these values to 92.10% and 91.85%, representing gains of 5.32 and 
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5.50 percentage points, respectively. Adding cross-attention further improves accuracy to 95.84% and 
F1-score to 95.45%, with additional gains of 3.74 and 3.60 percentage points. These results indicate that 
cross-attention provides complementary benefits by adaptively integrating spatial and temporal 
representations beyond the independent GNN and LSTM components. 

3.4 Incremental Contribution of Model Components 
To further clarify the contribution of each component, the incremental performance gains are 
calculated relative to the immediately preceding architecture. This analysis is particularly important 
because the principal methodological contribution of the study is the cross-attention mechanism 
rather than the simple combination of GNN and LSTM. 

Table 4. Incremental Contribution of Model Components 

Model  
Configuration 

Accuracy  
(%) 

Accuracy  
Gain (pp) 

F1-score  
(%) 

F1 Gain  
(pp) 

GNN 86.78 – 86.35 – 
GNN + LSTM 92.10 +5.32 91.85 +5.50 
GNN + LSTM + Cross-Attention 95.84 +3.74 95.45 +3.60 

 
Table 4 shows that integrating LSTM into GNN improves accuracy and F1-score by 5.32 and 5.50 percentage points, 
respectively, indicating the complementary contribution of temporal information beyond spatial graph 
representations. The subsequent addition of cross-attention provides further gains of 3.74 percentage points in 
accuracy and 3.60 percentage points in F1-score, demonstrating that adaptive spatial–temporal fusion contributes 
additional performance beyond simply combining GNN and LSTM. 

3.5 ROC and AUC Analysis 
The discriminative performance of the proposed GNN–LSTM model with cross-attention was further 
examined using Receiver Operating Characteristic (ROC) analysis. This evaluation assesses the model’s 
ability to distinguish between disinformation and non-disinformation instances across different 
classification thresholds by analyzing the relationship between the True Positive Rate (TPR) and False 
Positive Rate (FPR). The resulting ROC curve is presented in Figure 3. 

 
Figure 3. ROC Curve 

Figure 3 presents the ROC curve of the proposed GNN–LSTM model with cross-attention, illustrating 
the trade-off between the True Positive Rate (TPR) and False Positive Rate (FPR) across different 
classification thresholds. The ROC curve remains consistently above the diagonal reference line, 
indicating that the proposed model provides discriminative capability beyond random classification. 
The curve shows a relatively rapid increase in TPR at lower FPR values, demonstrating the model's 
ability to identify a considerable proportion of disinformation instances while limiting false-positive 
predictions. Overall, the ROC analysis supports the effectiveness of the proposed model in 
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distinguishing between disinformation and non-disinformation instances across varying decision 
thresholds. 

3.6 Discussion 
The combined findings demonstrate that disinformation propagation in social-media environments 
can be more effectively characterized by jointly modeling relational structure and temporal evolution. 
The progressive improvement from CNN and LSTM to GNN and GAT-BERT indicates that textual, 
sequential, and relational representations capture complementary characteristics of the information 
environment. The proposed GNN–LSTM architecture further integrates these dimensions, where GNN 
captures dependencies among interacting entities and LSTM models their temporal evolution. The 
ablation results provide clear empirical support for this integration: incorporating LSTM into GNN 
improves accuracy by 5.32 percentage points and F1-score by 5.50 percentage points, while adding 
cross-attention produces further gains of 3.74 and 3.60 percentage points, respectively. These results 
indicate that the contribution of the proposed method is not merely the combination of GNN and 
LSTM, but the adaptive fusion of spatial and temporal representations. The cross-attention mechanism 
enables the model to dynamically identify relevant structural information according to the current 
temporal state. This capability is particularly relevant in dynamic social-media environments, where 
interaction patterns and the relevance of particular entities may change as an information narrative 
develops. Unlike simple feature concatenation, cross-attention explicitly models the interaction 
between temporal and spatial representations, producing a context-dependent fused representation. 
The improvement from 92.10% to 95.84% accuracy and from 91.85% to 95.45% F1-score after 
introducing cross-attention provides quantitative evidence for this contribution. From a defense-
oriented perspective, the proposed framework offers a potential decision-support approach for 
analyzing disinformation propagation in geopolitical information environments, including issues 
related to the South China Sea. By combining interaction structures with temporal propagation 
patterns, the model may assist analysts in identifying emerging patterns that are difficult to capture 
from textual information alone. However, the framework should be regarded as an analytical support 
tool rather than an autonomous mechanism for determining user intent, responsibility, or identity, 
since its predictions represent statistical patterns learned from the available data and require 
contextual and domain-specific interpretation. Several limitations should also be considered. The 
evaluation is based on a South China Sea-related dataset, so generalization to other geopolitical 
contexts, platforms, and information environments remains to be established. Model performance may 
also be influenced by the temporal resolution, interaction characteristics, and changes in user behavior 
or platform dynamics. In addition, cross-attention weights should not be interpreted as causal 
explanations because learned attention indicates model relevance rather than causal relationships. 
Future research should therefore validate the framework using independent and cross-domain 
datasets, repeated experimental runs, confidence intervals, and statistical significance testing to 
strengthen evidence of robustness and generalizability. 
 

4. CONCLUSION 
This study proposed a hybrid deep learning framework that integrates Graph Neural Networks (GNN) 
and Long Short-Term Memory (LSTM) with a cross-attention fusion mechanism for modeling and 
predicting disinformation propagation in the context of information warfare in the Laut Cina Selatan. 
The proposed approach was designed to address the limitations of conventional methods by 
simultaneously capturing structural relationships and temporal evolution within complex information 
diffusion networks. Experimental results demonstrated that the proposed GNN–LSTM with cross-
attention model consistently outperformed all baseline approaches, including CNN, LSTM, GNN, 
BERT, and GAT-BERT. The model achieved the highest performance with an accuracy of 95.84%, 
precision of 95.30%, recall of 95.60%, and F1-score of 95.45%. These findings confirm that 
disinformation propagation is inherently a spatio-temporal phenomenon that requires integrated 
modeling of network topology and temporal dynamics. Furthermore, the ablation study verified that 
each architectural component contributed significantly to performance improvement, with the cross-
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attention mechanism emerging as the key factor enabling effective interaction between spatial and 
temporal representations. The ROC analysis further demonstrated the robustness and discriminative 
capability of the proposed framework, indicating its effectiveness in distinguishing disinformation 
from non-disinformation instances while maintaining low false positive rates. This capability is 
particularly important in geopolitically sensitive regions where information manipulation can 
influence public perception, strategic stability, and national security. From a theoretical perspective, 
this research contributes to the advancement of intelligent information warfare analytics by 
introducing a unified spatio-temporal fusion framework based on attention mechanisms. From a 
practical perspective, the proposed model provides a scalable and robust solution for real-time 
monitoring and mitigation of disinformation campaigns in maritime conflict environments. 
Nevertheless, this study has several limitations. The experiments relied primarily on Twitter-based 
datasets, which may not fully represent cross-platform disinformation ecosystems. In addition, the 
current framework focuses mainly on textual propagation patterns without incorporating multimodal 
information such as images, videos, or audio content. Future research may extend this work by 
integrating multimodal deep learning, transformer-based graph architectures, and real-time streaming 
analytics to further improve the adaptability and generalization of disinformation detection systems 
in dynamic cyber-defense environments. 
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