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1. INTRODUCTION
It is undeniable that the development of technology and information from year to year has always
experienced a very significant increase, this role certainly has an impact on various aspects of human
life, such as in the fields of education, economy, and government, but these developments will certainly
accompanied by various acts of fraud and crime by irresponsible parties, such as data theft and
destruction of a network, as for some of the ways that have been done is by implementing a firewall as
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a barrier to restrict access. Technology is starting to be utilized optimally and accompanied by the
rapid development of software in various parts of the world, and Indonesia is no exception, especially
in the use of operating systems [1]. Computer network security is indeed very important to pay
attention to, especially in this technological era, the fact is that there are many institutions or public
organizations that do not care about these security problems, but when the network is capable of being
hacked and resulting in overall control of the computer system, the repair costs will also increase [9].
will be very high and more and more complicated. Therefore, the need for a very high security increase
in order to avoid various damages and threats to the computer network system, of course the most
important point in the service of a network is the security of access on ports and servers that are able
to connect directly to the internet [2] [5].

Advances in technology, especially computer networks, are very helpful in the field of
information and information data processing. Computers play an important role in information
technology, through computers, the desired information will be obtained without the limitations of
space and time, and by maximizing the use of computer systems in an integrated computer network,
data information will be obtained quickly and precisely. In this digital era, the existence of a computer
is one of the communication tools that always plays an important role in human life. In line with that,
computer users must be balanced with the ability of the user to be able to use it as well as possible. In
line with the development of information technology, computer network support equipment is still
very much needed, especially in the construction of computer networks.

One of the most widely used Open Source Software by the world community, especially in the
use and management of computer network systems, is the Linux operating system. Linux is an
operating system kernel developed under an open copyright model. The availability of open source
applications on the Linux operating system makes many government institutions and educational
institutions choose to use an operating system that is open. A computer network using a Linux server
is able to manage all internet services, including routers, database servers, proxy servers and FTP
servers, and so on. Linux development was first carried out by Linus Benedict Torvalds. All Linux
source code including kernel, device drivers, libraries, programs and tools are distributed freely under
the GPL (General Public License). As for the basis, Linux distributions are divided into several types,
including (1) Debian such as Knoppix, Ubuntu, Kuliax, BlankON (2) RPM (RedHat Package Manager)
such as PCLinuxOS, FedoraCore, IGOS, CentOS, EduLinux (3) Slackware such as Slackware , Kate OS,
Truva Linux, ZenCafe Linux, Wolfix [7] [1].

The Linux operating system is an alternative that is used to replace the Windows operating
system. The development of Linux is very fast, because this operating system was developed by
everyone who wants to develop it, while the basic difference between Linux and other operating
systems lies in the Linux Kernel and the components in the system that are free and open. Linux is not
the only operating system that is open source, although Linux is the most widely used open source
operating system. Some free and open source software licenses are based on the principles of copyleft,
a concept that adheres to the principle that works produced from a copyleft section must be copylefted.
Linux distribution is a project developed with the aim of managing a set of software packages based
on the Linux operating system and facilitating the installation of a Linux operating system. Linux
distributions are developed by individuals, teams, volunteer organizations and commercial entities.
Linux distributions have software packages specifically designed for system installation and
configuration.

The GNU GPL is a free software license in copyleft form, and is used by the Linux kernel and
components of the GNU project. Some of the advantages of Linux, include, being free, complete and
powerful, supported by many communities around the world in terms of documentation and use of
troubleshooting and fixing errors, more resistant to viruses, compatible with various computer
processors, as for some disadvantages such as, less popular, dependency application packages that
must be downloaded manually. and detection of unsupported hardware [10] [13].

Based on some of the descriptions above, the author is interested in developing the Linux Luxpati
distribution based on Ubuntu as a support for human work processes in various fields of expertise such
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as offices and government institutions, as for several solutions in developing the Linux operating
system so that it can be applied easily and is able to provide various conveniences for its users, In
addition, the use of the Linux operating system is also expected to meet the need for a computer
network system, adding a new variant within the scope of computer networks, namely an Iptables
configuration in a Linux operating system, and most importantly this operating system is able to make
it easier for users to filter ports. and reduce the level of risk of destruction or theft of files or information
and protect computer applications that are being used [6].

2. RESEARCH METHOD
In the process of this research the researcher tries to use the experimental method, then integrates it
with learning from the results of the planned intervention after making a detailed diagnosis of the
object of the problem, while the experimental method is a research used to find the effect of certain
treatments on their effects under controlled conditions, as for the diagram The flow in this experiment
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Figure 1. Research flowchart
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3. RESULTS AND DISCUSSIONS
3.1. Login Security Using Ubuntu Linux Operating System

Figure 2. Server network topology designed

In the topology image above, it is known that the internet source comes from a modem that is routed
to an FTP Server server with an FTP Server IP of 192.168.100.1 and a Proxy Server with a Manual Proxy
IP of 192.168.100.1 and port 3128. Then the client is given a DHCP-Server IP from the Linux routing
server. Ubuntu so that the IP Address is192.168.100.2-192.168.100.254. To access the internet client must
fill in the proxy ip and port in the Mozilla Firefox browser and input the proxy username and password.

Table 1. System Analysis

Applications Used (platform Windows) Application Package Alternative Options

(Debian GNU/Linux)
Borland C++ Geany
Borland C++ Geany
MS Office Word, MS Office PowerPoint, MS Office OpenOffice Word, OpenOffice Presentation, OpenOffice
Excel, MS Access, Spreadsheet,
MS Visio Kivio
Borland C++ Geany
EWB (Electronics Workbench) Dia
JRE, Textpad, Netbeans Netbeans, Geany
JRE, Textpad, Netbeans Netbeans, Geany
Apache, Wamp, MySQL Apachez
Borland C++ Builder dhcp, ssh, ftp, bindg
Turbo Prolog Apache2, phpmyadmin, Quanta
Apache, Wamp, MySQL, phpmyadmin, Macromedia Borland C++
Dreamweaver

The points that become important references in this Ubuntu remastering include, the resulting Linux
operating system is in the form of a LiveCD, the Linux distribution used is based on Ubuntu, this
research refers to the use of Linux Desktop, modifications in the form of enhancements and
highlighting of the characters of the remastered distribution, the existence of file system support,
hardware and features, and a user-friendly interface [3] [8]
3.2. Configuring IP Address on Ubuntu Server

In this study, the author uses a static internet configuration. And the step for configuring the 1P
Address is to edit the interfaces file which is located in "etc/network/interfaces” to edit the file, type
the nano command. etc/networks/interfaces.
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%/ honeypot [Running] - Oracle VM VirtualBox =RACY X

Machine View Devices Help

GNU nano Z.Z2.6 File: -etcsnetuork.interfaces

it This file describes the network interfaces available on your system
it and how to activate them. For more information, see interfaces(5).

[t The loopback netuork interface
auto 1o
iface lo inet loopback

# The primary network interface

auto etho

iface eth et static
address 192.168.43.110
netnask 255.255.255.0
gateway 192.168.43.1
dns-nanmeservers 8.8.8.8

g Get Help ] UriteDut §
bl Exit R Justify

@@;9@ @@mghtcm
Figure 3. IP Address Configuration Display.
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Figure 4. Terminal display on Linux Ubuntu

Before configuring certain settings, you must first determine what the default behavior of the three
chains is. In other words, it must determine what iptables should do if a connection does not match
the existing rules. To find out what settings are in use, run the iptables command. By using the accept
setting, you can use this Linux Firewall to reject certain IP addresses or ports, in addition to accepting
other connections. If you want to reject all connections and want to specify what connections you want
to do manually, then you have to change the default setting from chain to drop. This method can only
be useful for servers that have sensitive information, and only the same IP address is used to connect
to that server [4] [12]

3.3. Configure Port knocking on Server

To configure port knocking, the author uses the knocd program from Slackbuilds.org. And to
install knocd, type the command apt-get install knocd.
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%/ honeypot [Running] - Cracle VM VirtualBox [

Machine View Devices Help
Graph this data and manage this system at:
https:sslandscape.canomical . con/

Your Hardware Enablement Stack (HWE) is supported until April 2019.
uilnan@uilman:~S sudo -i
[sudol passuord for wilman:
root@yuilman: "
|routl!ui1mm1:"u apt-get install knockd
[fEading package [1sts... Donc
[Building dependency tree
[Reading state information... Done
The following NEW packages will be installed:
knockd
upgraded, 1 wneuly installed, © to remove and 3 wot upgraded.
Need to get 27.0 kB of archives.
nfter this operation, 172 kB of additiomal disk space will be used.
Get:1 http:/rus.archive.ubuntu.com/ubuntu/ trustysuniverse knockd i386 0.5-3ubun|

. 64429 files and directories currently installed.)
...~knockd_0.5-3ubuntul_i386.deb ...

Unpacking knockd (0.5-3ubuntul) ...

[Processing triggers for man-db (2.6.7.1-1ubuntul) ...

[Processing triggers for ureadahead (0.100.0-16) ...

ureadahead will be reprofiled on next reboot

[Setting up knockd (©.5-3ubuntul) ...

knockd disabled: wot starting. To enable it edit -setcsdefaultsknockd
[Processing triggers for ureadahead (0.100.0-16) ...

root@ui Iman : "#
Cey-4.

Figure 5. Display Knocd already installed

(@ [©JRright cl

The process of copying the Ubuntu Linux system begins by copying it into the system before starting
the development process. Development begins with creating an ubuntu virtual filesystem mounted
from the copied ubuntu.
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Figure 6. Ubuntu Linux system copy process

3.4. Server Security Testing

In the first test using the putty application, it was found that the instruder was successfully
transferred to the shadow server. In this test, the intruder tries to remotely use ports 22.8000, and 9ooo
by using the IP Address 192.168.43,231.

P 152.168.43.110 - Pu

Figure 7. Ubuntu system security
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Then in order to accept the connection by default, the system uses the following command, iptables —
policy INPUT ACCEPT iptables —policy OUTPUT ACCEPT iptables —policy FORWARD ACCEPT, by
using the accept setting, you can use this Linux Firewall to reject certain IP addresses or ports, in
addition to receiving other connections. If you want to reject all connections and want to specify what
connections you want to do manually, then you have to change the default setting from chain to drop.
This method can only be useful for servers that have sensitive information, and only use the same IP
address to connect to that server. iptables —policy INPUT DROP iptables —policy OUTPUT DROP
iptables —policy FORWARD DROP. The first thing to do is open a terminal on the Ubuntu linux
operating system then after opening the terminal, enter root mode with the sudo command, enter the
password. scan the ip connected to the server. Then configure which IP will be blocked with the
Iptables configuration. Test results This stage is the process of testing the system with several IPs that
will be blocked. At this stage the author tries to block all computers in the research location with LAN
and Wifi connections.

80/tcp open http
443/tcp open https
3306/tcp open mysql

Nmap done: 1 IP address (1
igbal@Igbal:~$ sudo su
[sudo] password for igbal:
root@Iqbal: /home/igbal# cc © & PuTTY Fatal Error
root@Iqbal:~# nmap 192.16¢
Connection refused

Starting Nmap 6.40 ( http:

Nmap scan report for 192.1
Host is up (6.015s latenc)
Not shown: 995 closed port
PORT STATE SERVICE
21/tcp open ftp
22/tcp filtered ssh
80/tcp open http
443/tcp open https
3306/tcp open mysql
MAC Address: 9C:5C:8E:DA:(

Nmap done: 1 IP address (1 host up) scanned in 16.19 seconds
root@Iqbal:~#

Figure 8. Connection Refused

The picture above is the result of a port scan using nmap on the client and server SSH service
status: filtered and the connection to the SSH service will be refused. This shows that the security of
[Ptables is safe in protecting services by filtering ports.

]
2
E
2]
B
W
B
i
m
-}
A

Figure 9. Iptables configuration to block ip
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In the picture above, you can see the Iptables configuration to block other computers' IPs, if you
want to reconnect then change the configuration from DROP to ACCEPT, then the computer will
reconnect.

4.  CONCLUSION

After the analysis and implementation in the research The use of Iptables configuration on the Ubuntu
Linux operating system can be done on a LAN and Wifi cable connection, as long as all clients are in
the same class then the Iptables configuration can block client access to the server and can be done
the other way around, namely blocking access server against the client, then from the results of
research conducted on several PCs with several network connections, the Iptables configuration can
work and does not affect the OS used, because this Iptables configuration uses Linux OS whose client
uses Windows OS. Then using Honeypot can prevent someone from trying to scan ports and brute
force, then what will appear on the scan application is fake ports. Using IPtbales can block incoming
packets so that the port service will not open.
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