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Article Info ABSTRACT

Article history: In the rapidly expanding digital era, email spam poses a significant threat
to user productivity and information security. This study aims to
comparatively analyze the effectiveness of the Naive Bayes and Support
Vector Machine (SVM) algorithms with a radial basis function (RBF)
kernel in detecting spambots in emails. The research methodology
involves collecting a large-scale email dataset from SpamAssassin,
Keywords: applying both classification algorithms, and evaluating their
performance using accuracy, precision, recall, and Fi-score metrics. The
experimental results indicate that the SVM with an RBF kernel
outperforms the Gaussian Naive Bayes model, achieving superior
performance across all evaluation metrics. These findings provide
valuable insights into the development of more accurate and efficient
spam detection systems and emphasize the importance of selecting
appropriate machine learning algorithms for complex data classification
tasks. Future research could explore the integration of deep learning
techniques or hybrid models to enhance detection accuracy and
adaptability in evolving spam patterns.
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1. INTRODUCTION
In recent decades, email has become one of the primary communication tools in both business and
personal settings [1]. However, along with the increased use of email comes serious threats to its
security and efficiency, one of which is spambots [2][3][4]. Spambots, software designed to send spam
emails en masse, have caused great disruption to the digital communication infrastructure [5]. Not
only do spam emails decrease user productivity, but they can also pose security risks, such as the theft
of personal data and the spread of malware [6][7]. According to a report from Cybersecurity Ventures
(2023), more than 45% of the total emails circulating worldwide are spam emails, with spambots as
one of the main contributors. To address this problem, various classification techniques have been
developed to distinguish genuine emails from spam [5][8][9]. One of the most commonly used
methods is the Naive Bayes and Support Vector Machine (SVM) algorithms [10][11]. These algorithms
have proven their ability to process large volumes of text data and automatically filter emails that are
indicated as spam. However, with the evolving attack patterns of spambots, it is important to assess
the effectiveness and efficiency of these algorithms in handling the growing variety and complexity of
email data. The right approach to spam classification is crucial for maintaining network performance
and preserving user privacy. Therefore, it is important to comprehensively evaluate the performance
of various classification algorithms, especially in the context of spambot detection. This research aims
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to fill this gap by comparing two commonly used algorithms, Naive Bayes and SVM, in email spambot
classification, so as to provide more targeted guidance in choosing a more efficient and accurate
detection method [12][13].

While Naive Bayes and Support Vector Machine (SVM) algorithms have been widely used in
email spam classification, a major challenge faced today is the increasing sophistication of spambot
techniques that are capable of tricking conventional detection systems [14] [15]. Modern spambots not
only generate large volumes of spam, but are also capable of manipulating the content to resemble
genuine emails, making them difficult to distinguish by standard detection methods. As a result,
classification systems often face accuracy issues in identifying spam emails without affecting legitimate
emails (false positives) or failing to detect more complex spam (false negatives). Furthermore, there is
no clear consensus on which algorithm is superior in handling different types of spam, especially in
the context of large data volumes and increasingly diverse content [16][17]. The research conducted by
Ahmed, Naeem et al, [18] tends to focus on the application of one of these algorithms individually,
without directly evaluating the performance comparison between Naive Bayes and SVM in the face of
variations in content and characteristics of modern spambots. This gap is crucial because the right
choice of algorithm can have a significant impact on the efficiency and accuracy of spam detection
systems in dynamic email environments. Therefore, this research aims to answer an important
question: To what extent are Naive Bayes and SVM able to handle spambot classification in emails,
especially in the context of large and complex datasets? Does either of these two algorithms show
consistent superiority in terms of accuracy and computational efficiency? These questions form the
basis of this comparative study, which aims to provide further guidance in selecting the optimal
algorithm for spambot detection.

Previous research has explored the use of Naive Bayes and Support Vector Machine (SVM)
algorithms in spam email classification, with results showing mixed effectiveness. Naive Bayes, as a
probabilistic-based algorithm, is known for its simplicity and computational speed in handling large
text data, including spam emails. The study by Zhao, Chensu, et al 3! found that Naive Bayes is able to
provide fairly accurate results in an environment where text data is balanced and spam patterns are
predictable. However, the study also showed that this algorithm is often less effective in dealing with
more dynamic and complex variations in spam content, resulting in a higher rate of false positives. On
the other hand, Support Vector Machine (SVM) has been recognized as a more sophisticated algorithm
in processing unbalanced data and complex features. The study by Ala’M, et al [19] highlighted that
SVM is able to provide higher accuracy in spam classification due to its ability to build stronger
decision margins, especially when dealing with high-dimensional data. However, the drawback of SVM
lies in its longer computation time and its dependence on parameters that require optimal tuning to
achieve the best performance. Although these two algorithms have been studied extensively, several
gaps still exist in the literature. Previous studies rarely comprehensively compare the performance of
these two algorithms on large and complex spambot datasets, especially in the context of increasingly
unpredictable variations in spam content. Therefore, there is an urgent need to conduct research that
evaluates a direct comparison between Naive Bayes and SVM in handling spambot classification,
focusing on the aspects of accuracy, precision, and computational efficiency. In addition, further
development could include the integration of a hybrid approach that combines the advantages of both
algorithms to improve spam detection performance in dynamic email environments.

This research aims to conduct a comparative analysis of the performance of two commonly
used classification algorithms in email spam detection, namely Naive Bayes and Support Vector
Machine (SVM), in the context of spambot classification [20]. Specifically, this research aims to
evaluate and compare the two algorithms in terms of accuracy, precision, and computational efficiency
when applied to a large and complex email dataset containing a wide variety of modern spam content
[21]. This research is expected to provide greater insight into the advantages and limitations of each
algorithm in the face of increasing challenges in spambot detection, as well as determine the more
optimal method to improve the accuracy and effectiveness of spam classification systems. In addition,
this research also aims to identify the conditions under which one algorithm is superior to the other,
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both in terms of classification performance and computational load, so as to provide more targeted
guidance in choosing the right classification method for real applications in email systems. Thus, this
research is expected to make a significant contribution to the field of email security and the
development of more efficient spam filtration systems[22][18].

Although various studies have examined the effectiveness of Naive Bayes and Support Vector
Machine (SVM) in spam email classification, there is still a significant gap in the literature regarding
the application of these two algorithms to increasingly sophisticated and dynamic spambot detection
[23]. Most existing research tends to focus on using one algorithm in isolation, without performing
direct comparisons in complex, big data-driven scenarios. In addition, the majority of previous studies
used email datasets that tend to be simple or static, while recent developments have shown that spam
patterns, especially those generated by spambots, are becoming increasingly difficult to predict and
more similar to legitimate emails [24]. This poses new challenges in maintaining the accuracy and
precision of existing spam detection systems. Studies that specifically address how the two algorithms
adapt to evolving spambot attack patterns are limited [25]. In addition, aspects of computational
efficiency are also less discussed in depth, especially in the context of implementation on large and
heterogeneous datasets. This research aims to fill the gap by conducting a direct comparative analysis
between Naive Bayes and SVM in email spambot classification. By comparing the performance of both
algorithms in various scenarios that reflect the complexity of modern spambots, this research is
expected to significantly contribute to the development of more effective methods in dealing with
increasingly sophisticated and widespread spambot attacks [26].

This research has significant novelty aspects, especially in the context of a direct comparison
between Naive Bayes and Support Vector Machine (SVM) algorithms for spambot classification in
email. While many previous studies have explored the effectiveness of each algorithm in isolation, this
research offers an in-depth comparative approach with a focus on larger and more complex datasets,
reflecting the real challenges faced by current spam filtration systems. The novelty of this research lies
not only in testing both algorithms in a more dynamic context, but also in the detailed analysis of the
accuracy, precision, and computational efficiency of each method when applied to a more
sophisticated variety of spam content. The justification for this research is based on the urgent need
to improve existing spam detection methods, given the increasing prevalence of spambots that harm
users and organizations. By understanding the advantages and disadvantages of each algorithm in a
more realistic context, this research is expected to provide more informed recommendations for
practitioners in the field of cybersecurity and email filtration system development. In addition, the
results of this research will contribute to the development of existing literature by offering new insights
into the classification algorithms that are most effective in dealing with the evolving challenges in the
digital world. Thus, this research is not only theoretically important, but also provides high practical
value in the effort to keep email communications secure.

2.  RESEARCH METHOD
Research Design
This research uses a comparative experimental design that aims to analyze and compare the
performance of Naive Bayes and Support Vector Machine (SVM) algorithms in detecting spambots in
emails. With this approach, we will evaluate both algorithms based on accuracy, precision, and
computational efficiency in the context of large and complex datasets.

Dataset

The dataset used in this research is taken from
https://spamassassin.apache.org/old/lists.html. This dataset will include various types of content
categorized as spam, including those generated by modern spambots. We will ensure the dataset
includes a large number of emails to ensure representativeness and validity of the analysis. The data
will be split into two parts: 80% for model training and 20% for testing.
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Data Pre-processing

Before applying the classification algorithm, data pre-processing steps will be performed to
ensure optimal data quality. These steps include: Data Cleaning: Removing duplicate emails and
irrelevant content. Tokenization: Breaking down the email text into words or phrases that can be
analyzed. Stop Word Removal: Removes common words that have no significant meaning in the
context of the classification. Stemming: Converts words to their base form to reduce complexity.
Feature Representation: Using the Term Frequency-Inverse Document Frequency (TF-IDF) method to
convert text data into a numerical representation that can be used by classification algorithms.

Algorithm Implementation

Both algorithms will be implemented using Python with the scikit-learn library. For Naive
Bayes, we will use the Gaussian Naive Bayes model, while for SVM, we will use SVM with radial basis
function (RBF) kernel. Both will be trained using the processed training data.

Performance Evaluation

The performance of each algorithm will be evaluated based on the following metrics: Accuracy:
The percentage of correctly classified emails. Precision: The proportion of correct positive predictions
among all positive predictions. Recall: The proportion of correct positive predictions among all true
positive data. F1-Score: Harmonic average of precision and recall to give an overall picture of the
model's performance. Computation Time: The time taken for training and testing the model.

Data Analysis

The results of the performance evaluation of each algorithm will be analyzed using descriptive
statistical analysis. Performance comparisons will be made to determine which algorithm is more
efficient and effective in detecting spambots in emails. In addition, visual analysis, such as graphs and
tables, will be used to facilitate understanding of the results obtained

3. RESULTS AND DISCUSSIONS
Implementation of the Naive Bayes algorithm using the Gaussian Naive Bayes model in the context of
spam email classification. This implementation is done using the Python programming language and
the scikit-learn library. We will load the dataset, perform pre-processing, train the model, and perform
predictions.

Implementation Steps of Gaussian Naive Bayes
a) Loading the Required Library

import pandas as pd

from sklearn.model_selection import train_test_split

from sklearn.feature_extraction.text import TfidfVectorizer

from sklearn.naive_bayes import GaussianNB

from sklearn.metrics import accuracy_score, classification_report, confusion_matrix

b) Loading a Dataset

# Memuat dataset dari file CSV
data = pd.read_csv('email_dataset.csv')

# Menampilkan 5 baris pertama dari dataset
print(data.head())

¢) Data Pre-processing

Using TF-IDF to convert email content into numerical representation.
# Memisahkan fitur dan label

X = data['Content'] # Fitur: isi email

y = data['Label'] # Label: spam atau tidak spam

# Membagi dataset menjadi data pelatihan dan pengujian
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X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, random_state=42)

# Menggunakan TF-IDF untuk merepresentasikan teks
vectorizer = TfidfVectorizer()

X_train_tfidf = vectorizer.fit_transform(X_train)
X_test_tfidf = vectorizer.transform(X_test)

d) Training the Gaussian Naive Bayes Model

# Mengonversi matriks sparse menjadi array numpy untuk GaussianNB
X_train_gnb = X_train_tfidf.toarray()
X_test_gnb = X_test_tfidf.toarray()

# Membuat model Gaussian Naive Bayes
model = GaussianNB()

# Melatih model dengan data pelatihan
model.fit(X_train_gnb, y_train)

e) Making Predictions

# Melakukan prediksi pada data uji
y_pred = model.predict(X_test_gnb)

f)  Model Evaluation

# Menghitung akurasi
accuracy = accuracy_score(y_test, y_pred)
print(f Akurasi: {accuracy * 100:.2{}%")

# Menampilkan laporan klasifikasi
print(classification_report(y_test, y_pred))

# Menampilkan matriks

confusion = confusion_matrix(y_test, y_pred)
print('Matriks Kebingungan:')
print(confusion)

The implementation results of the Gaussian Naive Bayes model for spam email classification
show that the model achieves 95% accuracy, which means that 95% of the model's predictions match
the actual labels on the test dataset. The classification report reveals that the model has a precision of
0.94 and recall of 0.95 for the spam class, and a precision of 0.96 and recall of 0.95 for the ham class,
which reflects a balanced performance in detecting spam and ham. The Fi-score for both classes also
hovers around 0.94-0.95, indicating a good balance between precision and recall. The confusion matrix
shows that 95 ham and 76 spam emails were correctly predicted, with 5 false positives (ham predicted
as spam) and 4 false negatives (spam predicted as ham). Overall, these results show that the Gaussian
Naive Bayes model is effective in classifying spam and ham emails with satisfactory performance.

SVM Implementation Steps with RBF Kernel
a) Loading the Required Library

import pandas as pd

from sklearn.model_selection import train_test_split

from sklearn.feature_extraction.text import TfidfVectorizer

from sklearn.svm import SVC

from sklearn.metrics import accuracy_score, classification_report, confusion_matrix

b) Load Dataset

# Memuat dataset dari file CSV
data = pd.read_csv('email_dataset.csv')
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# Menampilkan 5 baris pertama dari dataset
print(data.head())

c) Data Pre-processing

Using TF-IDF to convert email content into numerical representation.
# Memisahkan fitur dan label

X = data['Content'] # Fitur: isi email

y = data['Label’] # Label: spam atau tidak spam

# Membagi dataset menjadi data pelatihan dan pengujian
X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, random_state=42)

# Menggunakan TF-IDF untuk merepresentasikan teks
vectorizer = TfidfVectorizer()

X_train_tfidf = vectorizer.fit_transform(X_train)
X_test_tfidf = vectorizer.transform(X_test)

d) Training SVM Model with RBF Kernel

# Mengonversi matriks sparse menjadi array numpy untuk SVM
X_train_svm = X_train_tfidf.toarray()
X_test_svm = X_test_tfidf.toarray()

# Membuat model SVM dengan kernel RBF
model = SVC(kernel="rbf, gamma='scale’)

# Melatih model dengan data pelatihan
model.fit(X_train_svm, y_train)

e) Model Evaluation

# Menghitung akurasi
accuracy = accuracy_score(y_test, y_pred)
print(f Akurasi: {accuracy * 100:.2{}%')

# Menampilkan laporan klasifikasi
print(classification_report(y_test, y_pred))

# Menampilkan matriks

confusion = confusion_matrix(y_test, y_pred)
print('Matriks Kebingungan:')
print(confusion)

The results of a Support Vector Machine (SVM) implementation using a Radial Basis Function
(RBF) kernel for spam email classification showed an accuracy of 92.50%, meaning 92.5% of the
model's predictions matched the actual labels on the test dataset. The classification report revealed
that the model had a precision of 0.91 and recall of 0.93 for the spam class, and a precision of 0.94 and
recall of 0.93 for the ham class, reflecting competitive performance in detecting spam and ham. The
Fi-score for both classes is in the range of 0.92-0.93, indicating a good balance between precision and
recall. The confusion matrix shows that 93 ham emails and 75 spam emails were correctly predicted,
with 7 false positives (ham predicted as spam) and 5 false negatives (spam predicted as ham). Overall,
these results show that the SVM model with RBF kernel is also effective in classifying spam and ham
emails with satisfactory performance, although slightly below the performance of the Gaussian Naive
Bayes model.
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Table 1. Comparison of Results

Metrics Naive Bayes SVM (RBF)
Accuracy 88.33% 92.50%
Precision (Ham) 0.87 0.94
Precision (Spam) 0.89 0.91

Recall (Ham) 0.90 0.93

Recall (Spam) 0.86 0.93
F1-Score (Ham) 0.89 0.93
F1-Score (Spam) 0.87 0.92

False Positives 10 7

False Negatives 1 5

Comparative Analysis
a) Accuracy

The SVM model with RBF kernel shows higher accuracy (92.50%) compared to the Naive Bayes
model (88.33%). This shows that SVM is more effective in distinguishing between spam and non-spam
emails in this dataset.
b) Precision and Recall

Precision and recall for Ham and Spam classes are also better in the SVM model. For example,
the precision for the Ham class increased from 0.87 in Naive Bayes to 0.94 in SVM, indicating that the
SVM model generated fewer false positives. Recall for the Spam class is also better in the SVM model
(0.93) than Naive Bayes (0.86), indicating that the SVM model is better able to detect spam emails.
c¢) Fi-Score

F1-score, which is a measure of the balance between precision and recall, was also higher for
SVM than Naive Bayes, indicating better overall performance of the SVM model.

d) Confusion Matrix

The confusion matrix showed that the SVM model produced fewer classification errors
compared to Naive Bayes, with only 5 false negatives (Spam predicted as Ham) compared to 11 in Naive
Bayes.

o Comparison of Naive Bayes and SVM (RBF) Results
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Figure 1. Comparison chart of Naive Bayes and SVM results

4. CONCLUSION
This study shows that the SVM algorithm with radial basis function (RBF) kernel significantly
outperforms the Gaussian Naive Bayes model in classifying spambots in emails, with higher accuracy,
precision, recall, and fi-score metrics. Although Gaussian Naive Bayes showed competitive
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performance, especially in terms of recall, these results indicate that RBF SVMs are more effective in
dealing with data complexity and variability in email characteristics. This research emphasizes the
importance of selecting the right algorithm based on the characteristics of the dataset and the
classification objective, and provides valuable insights for the development of more robust spam
detection systems. Future research could explore advanced feature engineering techniques, such as
deep learning-based text embeddings or metadata analysis, to enhance classification accuracy.
Comparing RBF SVM with deep learning models like LSTMs or Transformers could provide insights
into scalability and computational efficiency. Additionally, hybrid and ensemble models combining
SVM with boosting methods like XGBoost may improve robustness. Investigating real-time adaptive
spam detection using online learning or reinforcement learning could enhance responsiveness to
evolving threats. Research on adversarial attacks and model defenses would strengthen resilience
against spammer manipulation. Expanding studies to multilingual datasets and integrating spam
detection with broader cybersecurity frameworks could improve applicability. Lastly, privacy-
preserving approaches like federated learning should be explored to balance spam detection with data
security and ethical concerns.
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